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Overview and objectives of the tutorial
The ultra-realistic content creation capabilities for DeepFakes could endanger various
societal functions such as propaganda spreading for threatening democracy. Although, it is
true that there are only a few documented cases in which DeepFakes have had a significant
negative impact on democratic processes, the threat cannot be overlooked. While number of
works have been proposed in recent past for detecting the DeepFakes, there are constantly
challenged by newer DeepFake generation mechanisms. One of the critical challenges in
devising a reliable DeepFake detection approach is the problem of generalizability across
different datasets and across different generation mechanisms.
In this tutorial we will first provide the audience with an in-depth overview of current stateof-art for DeepFake generation. We will first discuss on advantages and limitations of the
various approaches and list out few new directions for DeepFake generation. We then
proceed to detection approaches where we will present the approaches based on classical
machine learning and deep learning. We will supplement the tutorial with sample code for
the participants who wish to try out the DeepFake detection.
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