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Abstract—The increasingly use of digital images in our daily
life and the availability of powerful software for processing
and editing images, open new challenges regarding illegal or
unauthorized image manipulation. Thus, it becomes essential to
authenticate digital copies, validate their content, and detect
possible forgeries. In this paper, we focus on detection of a
specific type of digital forgery, inpainting, where an object
is removed using pixels coming from the same image. The
problem of inpainting detection is investigated and an efficient
and reliable detection method is proposed. The performance of
the proposed method is demonstrated on several inpainted images
using different inpainting techniques.

Index Terms—Inpainting forgery detection, digital tamper
detection, digital image forensics.

I. INTRODUCTION

Digital images are powerful and widely used communi-
cation means because they can deliver a huge amount of
information. However, due to the advent of low-cost, high-
performance computers, and the availability of powerful soft-
ware for processing and editing images, it becomes relatively
easy to manipulate or edit digital images even for non-
professional users. It is thus possible to change the information
contained within an image and create digital forgeries that
are undetectable by human viewers. Consequently, it becomes
very important to proceed to authenticity verification of digital
image in order to certify given information. This introduces a
need for a reliable tamper detection system.

Recently, digital image forensics technology emerged as a
new research field related to these issue. It could be divided
into active evidence and passive-blind evidence based on
whether the additional information into digital images is pre-
embedded or post-embedded. Alternatively, active evidence is
mainly about digital watermark proposed as a mean for fragile
authentication, content authentication, tampering detection and
so on. One drawback of such an approach is that the watermark
must be inserted at the time of recording before the tampering
occurs. In addition, the watermark cannot accurately detect
areas where the image has been edited. In contrast to these
approaches, passive techniques for image forensics should
operate in the absence of any watermark or signature. These
techniques rely on the only assumption that although digital
forgeries may be applied without any hint of tampering, they
may alter the underlying statistics of an image.

There have been many techniques to detect an image edition
made by passive methods. An attempt of categorization has
been proposed by Hany Farid [1]. The passive approaches are
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considered as a new direction and are promising techniques
for handling this problem.

A common manipulation in tampering with digital images
is known as region duplication, where a continuous portion
of pixels is copied and pasted at a different location in the
same image. Moreover, to create convincing and transparent
forgeries, the geometry and illumination of duplicated regions
are often adjusted to adapt to local characteristics. Copy-
move detection algorithms have been largely addressed in the
literature [2]. They are mainly block-based methods [3], [4],
[5], [6] or keypoint-based methods [7], [8], [9] with variation
regarding detected details and computational cost.

Nowadays, the creation of a high quality copy-move forgery
has become particularly easy due to the availability of effi-
cient and user-friendly image processing software. Therefore,
forgery detection becomes increasingly more difficult. In this
work, we focus on detecting a specific type of digital image
forgery, namely image inpainting. The intent of this operation
is to modify the content of an image in the most visually
plausible way. This yields to what we call inpainting forgery.
This technique is more sophisticated and complex than copy-
move forgery because the source of copied information could
be non-continuous. This means that an object may be filled by
a set of multiple small parts located at different places in the
same image (cf. Figure 1-b) and not a single continuous region
(cf. Figure 1-a). Therefore, inpainting forgery is more difficult
to detect than copy-move forgery as it can be seen on Figure 2
where state-of-the-art copy-move detection algorithms would
fail.
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Fig. 1. The main difference between two forgery techniques. A tampered
image using (a) copy-move method; (b) inpainting method.

In fact, the technique of image inpainting can be used to
detect a type of forged image. As a result, there very few



(b)
An example of a inpainting forgery. (a) The original image; (b) an
inpainted image using method in [10].

Fig. 2.

study about image inpainting forgery. Das et al. [11] proposed
a detection algorithm based on zero-connectivity feature and
fuzzy membership. Chang et al. [12] has introduced a new
detection based on multi-region relation to recognize tampered
inpainting regions from the suspicious regions. A better results
has been proposed by Cozzolino et al. [13] using the compu-
tation of a dense motion field by PatchMatch-based detector
algorithm [14]. However, most of them either are complex or
unreliable.

In this case, more efficient and reliable inpainting detection
method has been introduced. The proposed method is designed
based on the common principle used by inpainting algorithms.
It aims at detecting whether the input image has been edited
following the aforementioned principle or not. The perfor-
mance of the proposed method is evaluated on a set of various
natural images. We also report its robustness with regards to
different inpainting techniques.

The remainder of this paper is organized as follows: Section
2 describes briefly some works related to actual forgery
detection methods, followed by the description of our proposal
in section 3. Section 4 is dedicated to the experimental results
and performance evaluation using objective measurements.
Finally, the paper ends by conclusions and future works.

II. RELATED WORKS

In the literature, several methods have been proposed to
detect copy-move forgery. Most of them are composed of two
steps namely feature matching and filtering.

In the first step, i.e. feature matching, features extracted
from the suspect image and then matched between the different
regions. A high similarity between two feature descriptors is
interpreted as a possible duplicated region. Due to differences
in the computational cost, as well as detected details, there are
two variants for feature vector computation: block-based and
keypoint-based features. For block-based features, the input
image is first divided into overlapping blocks. Then a feature
vector is extracted from each block.

In [3], Fridrich et al. proposed the use of 256 coefficients of
the discrete cosine transform (DCT) as features for each block.
In order to reduce the dimension of the feature matching space,
Popescu et al. [4] applied a principal component analysis
(PCA) for each feature vector. Mahdian et al. [5] introduced
the use of 24 blur-invariant moments as features while Bravo-
Solorio et al. [6] considered the entropy of a block as a

discriminating feature. Unlike block-based features, keypoint-
based features rely on the identification and selection of
high-entropy image regions in order to reduce computational
complexity of feature matching. Consequently, fewer feature
vectors are considered and estimated. For instance, SIFT
features are used in [7], [8] while in [9], they rely on SURF
features.

In the second step, a filtering scheme is applied to reduce the
probability of false matches while preserving matches that ex-
hibit a common behaviour. The matches that originate from the
same copy-move action are likely to exhibit similar amounts
of translation, scaling and rotation. The most widely used
variant handles outliers by imposing a minimum number of
similar shift vectors between matches. For instance, a number
of blocks simply replicated, without rotation or scaling, would
exhibit a peak on the histogram of shift vectors. Therefore,
the forged region decision is based on the amount of shift
in addition to the distance between the original and copied
regions.

III. OUR PROPOSAL FOR INPAINTING DETECTION

Image inpainting, also known as blind image completion,
refers to the action of filling missing parts or objects in
an image. To date, several approaches of image inpainting
have been proposed in the literature. Most of them could be
categorized into two types based on the purpose [10].

The first category is diffusion-based approach [15], [16],
[17] in which the missing regions is filled by diffusing the
information from the known region into the missing one.
These methods are suitable for filling narrow or small area
like scratches but are less efficient for large area. The second
category is the exemplar-based approach [10], [18], [19], [20].
Inspired by texture synthesis methods, these methods produce
an impressive output in recovering large damaged regions.

In this work, we subscribe to the latter category since
it is more suited for large regions restoration or hiding. In
inpainting methods, the missing information is completed
based on the most similar patches under a pre-defined priority.
In this sense, the inpainting is similar to a copy-move operation
regarding the notion of patches. Nevertheless, as described
previously, in copy-move approaches a continuous region is
duplicated and pasted into the missing one instead of having
small patches coming from different parts as in the case of
inpainting methods. This is why copy-move detection cannot
be applied for inpainted images.

Following this observation and by analyzing principles of
image inpainting algorithms, we introduce a novel approach
to detect inpainted regions. The proposed algorithm can be
summarized through three main steps as described below. Let
consider a window centered at pixel p denoted as a patch
W,,. The patch size, three thresholds 6;, 6> and 03 are global
parameters for the proposed algorithm.

Patch matching: Since most of the patch-based inpainting
algorithms rely on patch similarity analysis, the first step in
our detection scheme is searching all pairs of similar patches
(¥,,¥;) in the input image, ¥; being candidate patche. A



list of pair of patches satisfying the three following criteria,
formalized by equation (1), is built and considered as potential
candidates.
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o The similarity between two patches, Sim(¥,,¥,),
should be less than a threshold, ;. This threshold is used
in order to reduce the probability of false matches while
preserving suitable matches.

« The distance between two similar patches, Dist(U,, ¥,),
should be greater than a threshold, #5. This criterion is
applied to preclude nearby patches or identical patches.

e The number of the same pixels in two patches,
Card(¥, NT;), should be greater than a threshold, 6.
This constraint is introduced to ensure that at least 65
pixels are copied between two patches.

The challenge in this step is related to minimizing the
computation cost. In our algorithm, we used the kd-tree
algorithm [21] to get approximate nearest neighbors. Typically,
the Euclidean distance is used as a similarity measure as in the
inpainting methods [18], [19], [20]. In prior work [2], it has
been shown that the use of kd-tree matching leads, in general,
to better results than lexicographic sorting as in [3], [4].

Mask generation: A binary mask, in which pixels belong-
ing to candidate patches are labelled as 1" and the others as
707, is generated for detecting inpainted regions. This mask is
a collection of connected regions composed of pixels labelled
”1” on a background of pixels labelled ”0”. In our experiment,
we assume that only one region has been restored in the input
image. Thus, we evaluated only the largest connected area.
The centroid of the largest connected region is located based
on position of all pixels belonging to this region.

Fatch filtering: A filtering scheme is applied to reduce
the false detected patches. Indeed, for each couple of matches,
one of the two patches is an original and the other is the
inpainted version that should be marked as forged patch. The
filtering is implemented for all matches based on their distance
to the calculated centroid. The patch closer to the centroid is
kept and the remaining patch is discarded. The morphological
operation could be applied to connect nearby regions. Finally,
the largest connected region is considered as the latest output.

IV. EXPERIMENTAL RESULTS

In this section, we evaluate the performance of the proposed
inpainting detection algorithm first by visual inspection of the
obtained results and then by using objective measurement.

A. Test for inpainting forgery

We implemented the proposed detection algorithm using
C language and tested on a set of natural images with
various contents. The output of the algorithm is a binary
mask where white pixels correspond to detected inpainted
regions and black pixels are non-inpainted areas. Green patch

is added to identify the centroid of the inpainted region. In
order to evaluate the visual performance of our detection, an
experimental scheme is applied and described as follows.

First, an original image is used as ground truth with a
binary mask image identifying an area need to be inpainted.
An inpainting method is applied to the latter to generate
an inpainted image. Finally, the inpainted image is used
as input for our detection scheme to generate the detection
mask. Figure 3 shows some results for our detection with the
inpainting method in [18].

The parameters of our algorithm have been tuned as follows:
patch size | = 5 and thresholds ¢, = 0.1; 6, = /2
and 03 = [?/3. It can be easily noticed that the proposed
approach achieves good results by localizing quite precisely
the inpainted object. The results yield to a direct conclusion
about the presence of forgery or not.

Fig. 3. Inpainting detection results of our proposal for a set of inpainted
images. (a) original images; (b) inpainted images; (c) detected masks.

In order to evaluate the robustness of our method, we
applied three different inpainting methods [18], [19], [20] to
modify the original images. This leads to a set of inpainted
images for the same input image. Figure 4 depicts an example
for one original image (a), inpainted images using respectively
methods described in [18], [19] and [20] (b) and the obtained
detection masks (c). Again, the proposed approach allows
detecting the presence of inpainting forgery even with the use
of different inpainting techniques.

B. Performance evaluation

In order to quantify the efficiency of our inpainting forgery
detection, we used objective measures namely Precision, Re-
call and F often used for information retrieval performance
evaluation [22].

Precision and Recall correspond to exactness and complete-
ness of the results. In our perspective, the Precision is applied
to estimate the probability that a detected region is correct.
This probability is defined as follows:

_|[I;nIp]
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(a) (b) (©
Inpainting detection results of our proposal for a set of inpainted
images. (a) original images; (b) inpainted images using [18], [19] and [20]
(top to bottom) ; (c) detected masks.

Fig. 4.

where I and Ip denote the inpainted region and detected
region, respectively. The operator |2 counts the number of
pixels in the region, 2. Alternatively, Recall is used to measure
the probability that a corrected region is detected. It is defined
as follows:

|[I; N 1Ip]
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Howeyver, there is a trade-off between Precision and Recall.
Greater Precision might decrease Recall and vice versa. To
consider both Precision and Recall together, the I} measure,
the harmonic-mean of Precision and Recall is proposed and
calculated as given in equation (4).
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We tested the proposed method to fifteen images. The
corresponding Precision, Recall and I} measurements are
shown in Figure 5. The average rates of Precision, Recall
and F; are 78.68%, 84.49% and 80.73%, respectively. These
values are nearly the same and relatively high. This shows that
the detected region is not only correct but also quite complete.
On the other hand, the obtained output demonstrates the
important ability of the proposed method to detect inpainting
forgery in the digital images. It thus confirms that our proposal

is efficient for inpainting forgery detection.

V. CONCLUSION

It is admitted that forgery techniques became more com-
plicated and sophisticated. In this paper we addressed the
problem of inpainting forgery detection by proposing a novel
approach relying on the behavior of most known inpainting al-
gorithms. Therefore, based on the analysis of many exemplar-
based inpainting methods, we have predicted the inpainted
regions by similar patches and located it by the centroid
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Fig. 5. Detection rates for inpainting forgery

connected component. Experimental results supported that the
proposed method was appropriate to identify and localize the
inpainted region with high accuracy even though the image
could be modified by many different inpainting methods.

Although having achieved promising performance in detect-
ing inpainted region, our method still contains limitation in
some images. One example is shown as the top image in Figure
3 where the unexpected matches have been detected in the
homogeneous or flat regions. This is because there always are
similar patches in these kinds of region with any thresholds.
Thus, it could be considered as an important future work to
improve the detection performance for such case.
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